1/8 



t 



106 
110 
114 



FIG. 1 



PUBLIC PORTION 

NAME 
- SERIAL NUMBER 
USER'S PUBLIC KEY ■ 
ISSUER 
VALIDITY DATES - 
- AUTHORIZED USE 
ISSUER SI6NATURE - 



PRIVATE PORTION • 
USER'S PRIVATE KEY 



310 



XI 



102 



104 
•108 

112 
•116 

118 



REJECT REQUEST 



FIG. 3 

GENERATE HESSAGE l^ 302 



OBTAIN MESSAGE DIGEST 



-304 



ASSEMBLE POSTMARK CONTENTS 




306 



DEDUCT FUNDS 
FOR SIGNING 



SIGN POSTMARK CONTENTS X 314 



SEND MESSAGE POSTMARK 
AND CERTIFICATE TO RECEIVER 



316 



E-402 
2/8 



• 



oj 

OJ 



CVJ 



CD 



CD 
OJ 



OJ 



CO 
OJ 



1 



cc 

n a 



V 



co oj 

ro en po 

OJ OJ OJ 

v v v 



CD 

S5 



§ 7 

i 8 



E 



a 



i 



7~7 



a. 



i 



7 



<r> co t 

CO OJ OJ 
OJ OJ OJ 



1 



85 



7 



4- 



OJ 



g 

CO 
•-— • 

CD 



CO OJ 

OJ g 



CO 
OJ 
OJ 



CO 
2xZ 



CO 
'OJ 



CO 
UJ 



OJ 
OJ 
OJ 



Sj^e- 



CJ OJ 



1 ~ 
s 

c_> 



>- 










CO 


5 


UJ 


CO 




i 


i 






CERTIFIC/ 


TABLE 



7 



CO 
LO 
OJ 




FIG. 3A 



NT 



REJECT REQUEST 



REOEST CERTIFICATE K 350 



GENERATE CERTIFICATE PUBLIC 
AND HATCHING PRIVATE KEY 



352 



SEND CERTIFICATE PRIVATE 
KEY TO RECEIVER 



-354 



ASSEMBLE CERTIFICATE DATA 




m ^ SUFFICIENT 
FUNDS? 



DEDUCT FUNDS 
FOR SIGNING 



SIGN CERTIFICATE DATA WITH 
AGENTS PRIVATE KEY 



-364 



SEND CERTIFICATE 
TO RECEIVER 



S 



366 




FIG. A 



406 



REJECT REQUEST 



412 



REJECT CERTIFICATE 



418 



REJECT POSTMARK 



REQUEST VALIDATION 
OF POSTMARK 



-402 




VERIFY CERTIFICATE AUTHORITY 
SIGNATURE OF CERTIFICATE 
AND PERFORM ACCOUNTING 



GENERATE MESSA6E DIGEST 
AND COMPARE WITH 
DECRYPTED POSTMARK 



-408 




-414 




REPORT VALIO 
POSTMARK 



E-402 
5/8 



FIG. 5 



REQUEST INSTALLATION 
OF CERTIFICATE 



502 



506 



REJECT REQUEST 




RETRIEVE POSTAGE AND CERTIFICATE l^ 508 
METER COMMUNICATION KEY 



POSTAGE AND CERTIFICATE METER 
GENERATES PUBLIC AND PRIVATE KEY PAIR 



-510 



COMMUNICATE CERTIFICATE REQUEST 
TO CERTIFICATE AUTHORITY USING 
CERTIFICATE COMMUNICATION KEY 




-512 



516 



XT 



REJECT REQUEST 




RECEIVE THE CERTIFICATE 
GENERATED BY CERTIFICATE AUTHORITY 



518 



ACTIVATE THE PRIVATE KEY 
AND DEDUCT FUNDS IN 
POSTAGE AND CERTIFICATE METER 



-520 



E-402 




FIG. 6 



606 



REJECT REQUEST 



SIGN REQUEST TO CERTIFICATE 
AUTHORITY TO REVOKE CERTIFICATE 




602 



ISSUE SIGNED MESSAGE TO POSTAGE AND 
CERTIFICATE METER TO REVOKE CERTIFICATE 



-608 



POSTAGE AND CERTIFICATE METER CHECKS 
SIGNATURE ON REVOCATION RESPONSE 



-610 



614 



XT 



REJECT RESPONSE 



FAIL 




POSTAGE AND CERTIFICATE 
METER REVOKES CERTIFICATE 



0- 



ISSUE SIGNED CONFIRMATION OF 
REVOCATION AND PAYMENT DUE 




ISSUE SIGNED CONFIRMATION OF 
REVOCATION AND PAYMENT 



S 



624 



ENTER REVOCATION TIME AND REASON 
IN CERTIFICATE AUTHORITY DATA BASE 



622 



E-402 




FIG. 7A 



LINE OF CREDIT 
CERTIFICATE 

NAME 
SERIAL NUMBER 
PUBLIC KEY OF ^ 
PARTY RECEIVING \" 

CREDIT J 
CREOIT ISSUER 10 
CREDIT LINE AMOUNT 
-VALIDITY DATES 
AUTHORIZED USE 
v ^ CREDIT ISSUER SIGNATURE 




CREDITOR'S 
PRIVATE KEY 



FIG. 7B 



PAYMENT 
CERTIFICATE 

726 -4 NAME: 

^ SERIAL NUMBER 
METER 10 
DIGEST OF LINE OF 
CREDIT CERTIFICATE 
731 -^t AHO^ AUTHORIZED 
CREOIT REMAINING 

POSTAGE AND 
CERTIFICATE METER 
SIGNATURE 



Y 



USER'S 
PRIVATE KEY 



E-402 
8/8 



FIG. 8 



806 



REQUEST FOR CREDIT WITH POSTAGE 
AND CERTIFICATE METER POSTMARK 



CREDITOR 


FAIL. 


REJECTS REQUEST 





CREDITOR GENERATES LINE 
OF CREDIT CERTIFICATE 






REQUESTER 
LINE OF 


RECEIVES 
CREDIT 



-802 




810 



CREATE INITIAL PAYMENT CERTIFICATE WITH 
CREDIT REMAINING EQUAL TO FULL LINE OF CREDIT 



FIG. 9 



REQUEST FOR PAYMENT 
FROM LINE OF CREDIT 




-902 



906 



XT 



REJECT REQUEST 




SUBTRACT PAYMENT AMOUNT 
FROM CREDIT REMAINING 



CREATE PAYMENT CERTIFICATE 



-910 



